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Microsoft Purview Information Protection
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Information protection

Labels  Label policies  Auto-labeling
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https://docs.microsoft.com/en-us/microsoft-365/compliance/double-key-encryption?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/named-entities-learn?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/sit-learn-about-exact-data-match-based-sits?view=o365-worldwide
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Forrester Wave, 20213 22 7]

FORRESTER

THE FORRESTER WAVE™
Unstructured Data Security Platforms
Q2 2021
Strong
Challengers Contenders Performers Leaders
Stronger
current
offering
A
Micro Focus @ ’ ()
@ Varonis
Thales () (- ) Proofpoint
Digital Guardian ()
@ Forcepoint
(© GTB Technologies
Weaker
current
offering
Weaker strategy P> Stronger strategy

Market presence

161628 Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-learn-about?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-learn-about?view=o365-worldwide
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Microsoft Purview

{i Home

% Compliance Manager
<> Data dassification
3—9 Data connectors
M Alerts

k" Reports

= Policies

@y Permissions

7 Trials

Solutions

B Catalog

B B O B B B o ® @

o

2

App governance

Audit

Content search
Communication compliance
Data loss prevention
eDiscovery

Data lifecycle management
Infermation protection
Information Barriers

Insider risk management

Records management
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Data classification

Overview  Trainable classifiers

Sensitive info types  Exact data matches

Content explorer

Activity explorer

Get snapshots of how sensitive info and labels are being used across your organization's locations. Learn more

Top sensitive info types

Sensitive info types used most in your content

B PacshaTest SIT [ Wildcard regex [ Guarter Year w/ Financial Dictionary [l a3t ] oSt I ecdnt

View all sensitive info types

Locations where sensitivity labels are applied

\ |

SharePoint Online [l Exchange [ OnelDrive

View details

Locations where retention labels are applied

\

B sharefoint Online [l Exchange 2 more

View details

Top sensitivity labels applied to content

S5QL1/sqlchildd
- 874

InlernalDJ's.p
T65

Highly Confiden...
I 674

Confidential Label
I 652

General2
. 636

View all applied sensitivity labels

Top retention labels applied to content
ML.100Dayk
o 8355678

Distributor agre...
1 547493

Tag2
1 60325

Fidelity test 2
1 58160

Test Label Team...
1 57759

View all applied retention labels



Data classification

Overview  Trainable classifiers  Sensitive info types  Exact data matches  Content explorer  Activity explorer

Explore the email and docs in your organization that contain sensitive info or have labels applied. You drill down further by reviewing the source content that's currently stored
in Exchange, SharePoint, and OneDrive. Support for more locations is coming soon. Learn more

@ Ssupport for exploring content in OneDrive is currently in preview. Depending on what preview capabilities are available for your organization, you might not see OneDrive listed as a location. If it is available, the experience
and accuracy might be inconsistent as we work to improve the functionality

O Filter on labels, info types, or categories All locations > SharePoint > https//m365x392157 sharepoint.com/sites/SarahzinDLP
Sensitive info types AW L Bxport O Search

Testd 3 Y Name Sensitive info type Trainable classifiers Retention la.

Document contains words (matches first 3 B  ccDotapdf el . T

word in the document)

L C oCx dit Ca 14 Pil Retention
USS. Social Security Number (SSN) copy 2 CC Data.doc i

Alternative test SIT copy copy

Alternative test SIT copy copy 2

~

4f04efab-23cc-43a9-b553-

3ddcab2ca20f
Credit Card Number 2
Large count MRN 2

USS. Social Security Number (SSN) 2

HE2 Ed|Ae 2M W 2 HlolE Zofl chgt 7t
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Data classification

Overview  Trainable classifiers ~ Sensitive info types  Exact data matches  Content explorer  Activity explorer

SEAF
o O

Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed, files were modified, and more. Label activity is monitored across Exchange,

SharePoint, OneDrive, and endpoint devices. Support for more locations is coming soon. Learn more

Filter % Reset 3 Filters

Date: 10/22/2021-10/29/2021 Activity: Any Location: Any V User: Any Vv Sensitivity label: Any

30

25

20

15

10

5

0 —

10/21 10/22 10/23 10/24 10/25 10/26
M Filecreated Ml File modified M File copied to clipboard Ml Fileread Ml Labelapplied Ml Label changed Ml Sensitivity label recommended for file
¥ Export
Activity File Location User Happened

10727
B DLP rule matched

56 items

DLP policy

10/28
M File renamed

@ Customize columns

DLP rule

i
H
of
of
a
N
ar

7 A 2o = cr2ay0| =
5

HIO|E &
S0 ot 7tAl

| ) OlE{ &

[

Hole| HE|YS Sot 57 g|olS, ojed, IHY 7, At
Xt A SOIZR2 32 &3 T M BE & 7|5




HO|E B

HO[E 27/ & 2 O|Oo[E{0f Chot S8 RlE = 2f|0|2 XHE
REzd © © & L XS 2o|=
ZH| o] HIEtH|O|E| == I} ® © UDIAE HOIE|, AL 5 BI0|Ef
Y HEIH|O|E{ = ojEI = M = [|o|E a1|0|='al
o] 7|4 DLPRI 22 B3 © @ FEE:CHE AZ-0M
M | 7t5

= 20]|=0] 7<1I-T'-5F

D
ot SPO/ODB & EXO




i} &  Information protection - Micros: X | =+

& O ()  https://compliance.microsoft.com/informationprotection?viewid =sensitivitylabels A 98 7= -

an - . .
&% Contoso Electronics  Microsoft Purview

. .
fn Home Information protect|on 5% Remove from navigation
T  Compliance Manager
Overview  Labels  Label policies  Auto-labeling
{2 Data classification
Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings you choose. For example, you can create labels that encrypt
¥ Data connectors files, add content marking, and control user access to specific sites. Learn more about sensitivity labels
A Alerts ~ Create alabel T Publish label () Refresh 5 items
k= Reports -
= Name Order Scope Created by Last modified
7 Policies
Perzonal 0 - lowest File, Email Feb 8, 2022 7:14:10 PM
Q; Permissions
Public 1 File, Email Feb 8, 2022 7:14:11 PM
ﬁ' Trials
b General 2 File, Email, Site, UnifiedGroup Feb 23, 2022 4:58:45 AM
Solutions i
b3 Confidential . 5 File, Email, Site, UnifiedGroup Feb 23, 2022 10:45:20 PM
B%‘. Catalog
O »s  Highly Confidential 9 File, Email, Site, UnifiedGroup Feb 23, 2022 12:49:16 AM
E= App governance
All Employees 10 File, Email, Site, UnifiedGroup Feb 23, 2022 12:50:38 AM
B Audit
Specified People 11 - highest File, Email, Site, UnifiedGroup Feb 23, 2022 12:51:20 AM

/O Content search
L0 Communication compliance
r‘ﬂ Data loss prevention
@ eDiscovery e
= Data lifecycle management
I Ee_é. Information protection
E:_%. Information Barriers e

F’& Insider risk management

wtty,  Records management




31 Word Project Obsidian Spec 22 - Saved

v

File Home Insert Layout References Review View Help £ Editing v |#? Share || @ Copy Link | | [J Comments A\~ Catch up
Dy (v ¥ ‘Segoe ul V‘ 28 V‘ AN A B I U £~ A v AO =v i=v e 3= = By Styles v O Find v & Add From Files O Dictate v | [ sensitivity v £ Editor o1 Designer
@ POLICY TIP: Your organization automatically applied the sensitivity: Highly Confidential. oK

v
X

‘Project Obsidian

Updated Engine Chip Design
Automated Car Team
October 21, 2019

.

Contacts
Lidia Holloway
004

Email Timeline

lidia@contosoelectronics.com Q4 FY 22

With our new investments in automated cars we need to redesign the AI500 chip to pull more
throughput and reduce overheating.

We have attached more fans to the base chip but need more focus on the transistors across the
entire board,

Page 1 of 1 86 words  English (U.5)

Text Predictions: On (& Highly Confidential

— 100% + Give Feedback to Microsoft



&  Information protection - Micros: X | =+ - O X

i
& O ()  https://compliance.microsoft.com/informationprotection?viewid =autolabeling A 8 7=

on . - .
&% Contoso Electronics  Microsoft Purview

Auto-labeling > New policy ‘

@ Info to label .
Choose locations where you want to apply the label
©Q Name Exchange will automatically apply the label to unlabeled emails, regardless of which device or platform is used to send and receive the email.
OneDrive and SharePoint will automatically apply the label to unlabeled Office documents.
@ Locations
@ Tip Edit the "Auto-labeling” settings for this label to ensure that that it's automatically applied to documents when they're saved and emails when they're sent.
O Policy rules Status Location Included Excluded
0 On @ Exchange All None
O Label Choose user or group Exclude user or
group
O Policy mode @ o & SharePoint sites All None
Choose sites Choose sites
O Finish e On & OneDrive accounts All None
Choose accounts Choose accounts
Back Cancel




oo Contoso Electronics

Microsoft Purview

Home

Compliance Manager
Data classification
Data connectors

Alerts

R B = & W9 B

Reports

It

Policies

£

Permissions

Solutions
Hf catalog
Ed  Audit

/O Content search

[C  Communication compliance
(4 Data loss prevention

It eDiscovery

=  Information governance

(& Information protection

A\ Insider risk management

uy  Records management

9)

Privacy management

Information protection > Sarahzin test for Walid

Simulation overview Items to review

To decide whether the label would be applied to the right content, review the sample of the total matching files from each site included in the

policy (up to 100 files per site).

Filter NZ Reset N£ Filters

Date match was detected: 9/29/2021-10/30/2021 X

L Export () Refresh

0 File name Rule

(] CC Data.docx

CC Data Labeling-SPO

Turn on policy (%) Restart simulation

Location: Any

Locat

Share

1 of 1 selected [TF Customize columns CC Data.docx

Source Metadata

Rules: Any

¢ Edit policy il Delete policy

First and Last Name

SSN

Credit Card Number
Visa MC AMEX

Robert Aragon 489-36-8350 4929-3813-3266-4295
Ashley Borden 514-14-8905 5370-4638-8881-3020
Thomas Conley 690-05-5315 4916-4811-5814-8111
Susan Davis 421-37-1396 4916-4034-9269-8783
Chiistopher Diaz 458-02-6124 5299-1561-5689-1938
Rick Edwards 612-20-6832 5293-8502-0071-3058
Victor Faulkner 300-62-3266 5548-0246-6336-5664
Lisa Garrison 660-03-8360 4539-5385-7425-5825
Marjorie Green 213-46-8915 4916-9766-5240-6147
Mark Hall 449483135 4556-0072-1294-7415
James Heard 559-81-1301 4532-4220-6922-9909
Albert lorio 322-84-2281 4916-6734-7572-5015
Charles Jackson 646-44-9061 5218-0144-2703-9266
Teresa Kaminski 465-73-5022 5399-0706-4128-0178
Tim Lowe 044-34-6954 5144-8691-2776-1108
Monte Mceachem 477-36-0282 5527-1247-5046-7780
Adriane Morrison 421-90-3440 4539-0031-3703-0728
Jerome Munsch 524-02-7657 5180-3807-3679-8221
Agnes Nelson 205-52-0027 5413-4428-0145-0036
Lynette Oyola 587-03-2682 4532-9929-3036-9308
Stacay Dascact £R7.05_R3KK £405_2AN)_45N2_ARNL

Details

Policy name
Sarahzin test for Walid

Status

Simulation complete

Simulation start date/time
Today at 9:53 AM

Label in simulation

Confidential/All Employees

Info to label
Credit Card Number

Apply to content in these locations
SharePoint sites 1 Site

Rules for auto-applying this label

SharePoint 1 rule

Policy created by

Sarahzin Shane

Policy created on
07/12/2021




QR .
¢/'o Contoso Electronics Microsaft Purview

@ Home Information protection > Sarahzin test for Walid
'  Compliance Manager >
(*) Restart simulation ¢ Edit policy [i] Delete policy
Ll
<@ Data classification Deta | IS
Simulation overview ltems to review

E—? Data connectors .

Policy name

Sarahzin test for Walid
A Alerts Recommendation
'  Reports Status

L3 Ll L3 . . .
N Please wait for simulation to complete Simulation in progress
*= Policies
It usually takes a few hours for simulation to detect all files that match your policy. When it's finished, you'll review a sample of matching files (maximum of 100 files Simulation start date/time
(% P P per site) to decide whether the policy is ready to be turned on or needs to be refined.
CIISSIONS Today at 9:53 AM

Cafirifane Label in simulation

Confidential/All Employees
EE Catalog

Info to label
= Audit Learn more about simulation mode Credit Card Number

£ Content search Apply to content in these locations

o . Total matching files per policy rule Files ready to review SharePoint sites 1 Site
Lcu  Communication compliance

Rules for auto-applying this label

b Beimloss e Scanning sites for matching No matched files to review

.
@{ eDiscovery e fl Ies Number of files displayed is a sample of the total matching files from each
site included in the policy (up to 100 files per site).

SharePoint 1 rule

Policy created by

= Information governance It can take up to 12 hours to detect all matching files in OneDrive and

SharePoint. Sensitive info types Sarahzin Shane
[& Information protection . . .
Rule Location Matched items Policy created on
B Credit Card Number
: : 07/12/2021
b Insider risk management CC Data Labeling-S... SharePoint 0

ula  Records management

Priviarys manamarmant NS

)



L Search this library

Home Documents Pages Site contents Edit

+ New ¥ 7 Upload v ¢ Quickedit <& Sync
Documents

D Name

m: dk-id.docx

@ Document.docx

@ Documentl.docx

ﬁj Document2.docx

@ Project Obsidian Specification.docx

) ELtxt

m; el-id.docx

@ es-ssn.docx

@) fi-id.docx

9 finland.txt

&8 Export to Excel

Modified

November 25
November 11
November 12
November 25
November 25
November 25
November 25
November 25

November 25

November 25

OneDrive AMH|A At= 20| =

o/ Flow Vv

Modified By

Nir Hendler

Nir Hendler

Nir Hendler

Nir Hendler

Mavi Grizer

Nir Hendler

Nir Hendler

Nir Hendler

Nir Hendler

Nir Hendler

Sensitivity

Confidential \ All Employees

Highly Confidential

=
o

+ Add column

November 25

Nir Hendler

22 Share

= All Documents* v

Y ©



Offj' [["_"g Confidential.. &* @ Confidential\All Employees « Saving... ¥ je. MOD Administrator @ P Q - O X
N
<
C
<<,+ ome Insert Di Help i1 Comments o
Fil

"Q|"I] & ‘ IS ne::e — - | Conditional Formatting ~ @ /O Id]]I | @

— ontidential LUSTOMEr LIS XISx - .

Paste E@ v E Format as Table Cells Editing  Analyze = Sensitivity

v 4 Location Cell Styles ~ v v Data Y
Clippoard 5 . . i itivi ~
Undo iphoar Bl 02-Confidential . Styles Analysis Sensitivity
Al v J Contoso = Shared Documents » Seed data ~
C D E F (a
1 | |Eldon Base for s @ Version Histo Muharnmed Maclintyre 3 -213.2% 3594 [ |
2 2 1.7 Cubic Foot C v Earry French 293 46781 20816
3 3 Cardinal Slant-D Earry French 293 46.71 869
4 4 R380 Clay Rozendal 483 1198.97 19599
<Y Sensitl

5 5 Holmes HEPA A SHSCISNIY Carlos Soltero 515 30.94 2178
B 6 G.E. Longer-Life admin@M365x02473751.onmicrosoft.com Carlos Soltero B1& 4.43 6.64
7 7 Angle-D Binders witt Carl Jackson 513 -54.04 73
g 8 SAFCO Mobile Desk Personal Carl Jackson 518 127.70 4276
9 9 SAFCO Commercial _ Monica Federle 543 -695.26 138.14
10 10 Xerox 198 Public Dorothy Badders 678 226.36 498
11 11 Xerox 1980 General > Neola Schneider 807 -166.85 4.28
12 12 Advantus Map Penn Meola Schneider 807 -14.33 395
13 13 Haolmes HEPA Air PU «/ Confidential > Carlos Daly 868 134.72 21.78
14 14 DSHD IBM Formatl Carlos Daly 868 114.46 4798
15 15 Wilson Jones 1" Har Highly Confidential > Claudia Miner 933 -4.72 £.28
1e 1 Ll oA o] (R TRE] I (1 ] » bl 1 I-, il [Tl wl=lamakl [aR=lu

v

.0 Electronics

New message

Favorites

"t u.s. sales 1
"2 Digital Initiative... 1
"o Retail 2

" Mark 8 Projec... 10

U.S. Sales
Private group e 7 members
B Sendemail [ E
This month
U.S. Sales

The new U.S. Sales group is ready

Outiook

B send

Tue 2/8
Welcome to the U.S. Sales group. Use the gr...

o & & 2= 5 A

] Sensitivity: Confiden

To

Cc

Add a subject

Personal
Public
General >
~ Confidential > Anyone (unrestricted)

Z4

—

[ﬂJ Aftach ~ B’f Sensitivity ]ﬁ[ Discard

Highly Confidential > ~ All Employees

X

-

Trusted People

2 0|= &

/| =

v

N\ Contoso Confidential. Sensitive business data that

M&A Plan —

$anuary 2019, CONTOSO ]
M&A ID: #C00151500

An M&A proposal regarding the potential 1
“Shanghai.” Prepared by the Contoso Merg
department at Contoso, Colorado during Q
Colorado - 319 W. 4th Street, P.O. Box 123
555-1234

TXTEITIYXT NAamtanaxssrntar Ao

< Sensitivity >
Public

General

Confidential

Highly Confidential

@ Learn More...
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Microsoft Purview

Data loss prevention Create policy

Choose the information to protect

Name your policy

Locations to apply the policy

Policy settings

Test or turn on the policy

O—O0—O0—0—0—0

Review your settings

Choose locations to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

@ Protecting sensitive info in on-premises repositories (SharePoint sites and file shares) is now in preview. Note that there are prerequisite steps needed to support this new

capability. Learn more about the prerequisites

Status Location

Q On @8 Exchange email

Q On & SharePoint sites

Q On &  OneDrive accounts

Q On # Teams chat and channel messages
@ o %2 Devices

Q On &  Microsoft Defender for Cloud Apps
0 On B On-premises repositories

@ Oft @ Power Bl (preview)

Included

All
Choose distribution group

All
Choose sites

All
Choose account or distribution group

All
Choose account or distribution group

All
Choose u

»
0

or group

All
Choose instance

All
Choose repositories

Excluded

None

Exclude distribution
group

None
Exclude sites

None

Exclude account or
distribution group

None

Exclude account or
distribution group

None

Exclude user or
group

None
Exclude instance

None
Exclude repositories



i Microsoft Purview

Create rule

| " Actions

| Use actions to protect content when the conditions are met.

) R to the ~~ Audit or restrict activities on devices

| When specified activities are detected on devices for files containing the sensitive info you're protecting, you can choose to only audit the activity, block it entirely, or block it but allow users to override the restriction.
@ Policy settings Learn more restricting device activity

| Service domain and browser activities

® Advanced DLP rules

Detects when protected files are blocked or allowed to be uploaded to cloud service domains based on the ‘Aliow/Block cloud service domains’ list in endpoint DLP settings.

Upload to a restricted cloud service domain or access from an unallowed browsers

File activities for all apps

Decide whether to apply restrictions for file related activity. Unless you choose different restrictions for restricted apps or app groups below, any restrictions you choose here will be enforced for all apps.

O Don't restrict file activity

(@) Apply restrictions to specific activity

When the activities below are detected on devices for supported files containing sensitive info that matches this policy's conditions, you can choose to audit the activity, block it entirely. or block it but allow users to override the restriction

Copy to clipboard
. Copy to a USB removable media D Block with ov...

Copy to a network share
Copy or move using unallowed Bluetooth app
Copy or move using RDP

File activities for apps in restricted app groups (preview)

Restrictions enforced for apps in restricted app groups will override any restrictions you configured in ‘File activities for all apps’ above. If an app is included in more than one app group, restrictions from the first app group you add will be enforced.
- Add restricted app group

Restricted app activities

Detects when apps that are on the restricted apps list (3as defined in Endpoint DLP settings) attempt to access protected files on a device.

Access by restricted apps

| O] E




Microsoft Teams

e Chat Recent Contacts I AR Amelia Reilly cChat Files Organization Activity -+ oo w

Chan
qu  JestUser! o7
i.': his mmediage was delefed

Hi Ameha. Do you kknow amyth rig) about project Obsidian and 3 new chip AISO0? .
Amalia Reilly i/l -
AR
You: Hi Amelia. Do you know arything sbout proj...
Clark Kent m

wi: | Lo & packags with the nam AIS00. Do v,
ceu: | s & package wath the name Q100 U ye

ME Magan Bowen (Guest) L

(B

helen li 5/6

w-rojd @ rmicrosoft.com 53

You: EU Debit Card Numberacoaunt rum.. ) Goeme

admin@dgdashonmicrosoft.com 4

oeu: H ) oo

pa Distributedlobs Admin 4

kanemrmal @ microsoftoom 45
Weu: B “'. P
AL Adam Eli, Jewell

You Suspendesie non qubm luctus matts, rotram

.nt' Alisa. Cheryl, +3 2nz

blystery Ham 23

M & A - - r poA - h .
T —_—
ML | EE#_-' . =

Type a new message

Al OB B EB Q@ & b - -



Your message was flagged because it contains sensitive data

information at Edisco, your administrator has blocked some

Here's what you can do

Overnde the po he message. or report this 1o your admin if you think

the message was flagged in error
@ Overnde and unflag

| have approval from my manager.

Cancel
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Microsoft Purview Data Lifecycle Management

S =3 7| S HI2EL XX 2

Data lifecycle management

Overview Retention policies  Labels  Label policies  Adaptive scopes  Policy lookup  Import  Archive

es you with tools and capabilities to retain the content that you need to keep, and delete the content that you don't. Learn more

Data lifecycle management resources

Stay informed about data lifecycle management

S [0 Read the official docs
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IP&G "l A}O| E: hitps://www.microsoft.com/en-
us/microsoft-365/business/data-protection

B 2 1: https://aka.ms/ipgblog
IP&G M| M: https://aka.ms/VideoHub/IPG
2219 EEM I https://aka.ms/mipc/roadmap

E}Olﬂé,': https://aka.ms/compliancesd

O}%] Microsoft Purview?Z} 812 M L|7}?
aka.ms/PurviewTrial Of| Al K TS AHSIM Q.

Microsoft Purview Information Protection:

. -E-H:https://docs.microsoft.com/en—us/microsoft—
365/compliance/protect-information

o SDK &A]: https://aka.ms/MIPSDKDocs

« SDK ME: https://aka.ms/MIPSDKSamples

« SDK & &R1l: https;//aka.ms/MIPDevelopers

Microsoft Purview Data Lifecycle Management:
« =X https://aka.ms/M365IGDocs
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https://aka.ms/MIPSDKSamples
https://aka.ms/MIPDevelopers
https://aka.ms/M365IGDocs
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