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Home Microsoft Defender for Cloud | Recommendations

EC2 instances should have vulnerability findings resolved

% Open query ~

Severity Freshness interval Tactics and techniques
I Low (’L\I 6 Hours Initial Access +5
=/ -

~ Description

Resolve the findings from the vulnerability assessment salutiens on your EC2 instances.
+ Related recommendations (1)
s Remediation steps
~ Affected resources
Security checks

Findings  Disabled findings

Search to filter items

] Security check Category
C4WB8B5 Update Debian Pcre2 For Linux Update
NEVENM Update Debian Tar For Linux Update
097A65 Update Debian Pyjwt For Linux Update
4434DA Update Debian Python3.9 For Linux Update
S2IM2M Update Debian Sqlite3 For Linux Update
20WZTM Update Debian Perl For Linux Update
GIHQIG Update Debian Openssh For Linux Update
XRALOS Update Debian Cpio For Linux Update
T2KHT? Update Debian Neurses For Linux Update

4HROES Update Debian Tcpdump For Linux Update

Applies to

n

of 30

11 of 30~

1

1

of 30r

of 30 r

10f30r

10f30r

10of 30

10f 30

1of30r

1of 30r

esourc

es

esources

esourc

esOUIC

es

es

esources

esourc

E50UIC

es

es

esoUrces

esoure

@50UrC

es

es

CVE-2005-2541

~ Deseription
This vulnerability affects the following vend

this vulnerability please visit the vendor wel

~ General Information

D CVE-200
€VSS Score 10
€VSS Version H
Severity

Published Date

Last Modified Date 6/18/201

Source ¥ Micr

Threat Insights

Public

No No
Exploit kits Type
No N/A

v Affected resources
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Attack path  Recomme

f the identity steal credentials

Internet exposed VM has high severity vulnerabilities and read permission to a Key Vault

M - KO )
™ —
w5 T o
H| I e zd
= — n Ll = 1o mr
O] | = ol 1 H
M I T o 1o ]
o~ o2 RO i Bl o &
me ®o3 o Ul o £
Joi Al_ m._AO|_ O M_ © _/_”_m_ o —
u o o G L Tt
A -8 T o PR wE
O_l m__ﬂl AL} @) m — N mn md = H
M o< g g5 _ Azrac Wl joy<d HO
o dld oF ©°Z= oo @ &) N R Ko
Jo®TW m L 8u IMer< o q sopoh muo
T U 285 o The ROAr of O o
K o &A= 0 oj U wWKI Ul = mukkH LioT
O 1/ <|® 2xol RO gz O OF arors O«|
M o= 4K & Skl @ Tof AR | GERIEO &OT
= O& WO O XU R WX mn & TIK B UK
=3 Mo mn
N N N



CHm &2 2

| 3

CHt 2 AEA
A QX EE WA 7|3 A

» XIS AlH

NES-E-bl

ServiceNow 5!
Azure Logic Apps2t2]

E St
)

=

1’8 X152

A\ Azure Portal X | +

&~ O R ms.portal.azure.com

£ work £ Inspiration £ Shopping @& Outlook [G) Instagram @@ YouTube

@ Reddit

W netflix

Read later

rosoft Azure

R Search resources, services and docs

Setting

Settings | Governance #

-+ Add assignment rule

What is it?

security posture can suffer as a result.

resolve recommendations.

This is what you can do with governance rules

Security teams set accountability for
recommendations, track their progress, and drive
resource owners to action with notification
capabilities,

Create first rule

27 Guides and feedbacks

Microsoft Defender for Cloud continuously assesses your hybrid and multi-cloud workloads and provides you with
recommendations to harden your assets and enhance your security posture. Central security teams often experience
challenges when driving the personnel within their organizations to implement recommendations. The organizations'

We're introducing a brand-new, built-in governance experience to set ownership and expected remediation timeframes to

Workload owners focus on the specific
recommendations that require their attention. Th
also be able to delegate recommendations to oth
or set expectation for when the recommendation
be implemented

Create rule
© Rule details

(®) By severity High, Medium

~y .
Q Specific recommendations

Set owner
Owner * By resource tag

Specifiy tag key * Resource owner ID

Set remediation timeframe

Remediation timeframe 7 days
m Apply grace period
esources will not impact secure score during

Set Email notifications

Notify owners weekly about open and overdue tasks

Notify owner’s direct manager weekly about open and ows

Cancel
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® Microsoft Defe

owing subscription ‘Contoso DD

«
General
O overview
& Getting started
Recommendations
U security alerts
Inventory
@ workbooks
B Community
& Diagnose and solve problems

Cloud Security

<

Security posture

@

Regulatory compliance

workload protections

<

Firgwall Manager
@ DevOps Security

Management

Environment settings
i security solutions

Workflow autemation

[}

nder for Cloud | DevOps Security

Add environment ~ () Refresh ) DevOps workbook
Security Overview

DevOps security vulnerabilities ©

High
0
44-] Medium
VULNERABILITIES hal
Low
Search Subseripti

[®] Name ty

an-test

A Guides and Feedback

== Microsoft Azure Sponsorship 2, Contoso DfD T...

O Configure

Security results

i 441

Code scanning vulnerabilites

o 44

0SS vulnerabilities

Pull request status

N/

A

X

®1223

Exposed Secrets

=124

Recommendations

DevOps coverage

01 )

Github Connectors Azure DevOps

21 Total

1 Github repositories 18 I Azure De

Resource Types == Github Repository, Azure DevOps Repository T Add fifter

Total exposed secrets 1y

® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)
® Unhealthy (1)

® Unhealthy (1)

055 vulnerabilities Total
I 1 ==
1 1 ==
I 1 ==
1 ==

1 -

1 -

1 -

1 -

1 -

1 -

1 -
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Microsoft Azure (Preview)

Home > Microsoft Defel

Code repositories should have infrastructure as code scanning findings resolved

% Open query

Severity Freshness interval Tactics and techniques

Medium @ 30 Min Initial Access +1

~ Description

Defender for DevOps has found infrastructure as code security configuration issues in repositories. The issues s} ¢ have been detected in template files, To improve the security posture of the related cloud resources, it is highly recommended to remediate these issues.
~ Remediation steps

~ Affected resources

-~ Security checks

!

0B
ME ok i [N

Findings

==
==
—_

D Security check Category Applies to Severity

e o e

(@) |' A | X-I X | XI 2 1= (o) |' SQL servers with auditing to storage account destination sh...  Infrastructure as Code 8 of 57 resaurces A Medium
— o O=2 O L—
7 x o EI: 7 b Managed identity should be used in your API App. Infrastructure as Code 2 of 57 resourc A Medium
1O O 2 FTPS only should be required in your Web App Infrastructure as Code 3 of 57 resources A Medium
Web Application should only be accessible over HTTPS. Infrastructure as Code 8 of 57 resources A Medium
m E a E o E x oJ Latest TLS version should be used in your Web App. Infrastructure as Code 8 of 57 resources A Medium
Managed identity should be used in your Web Apj Infrastructure as Code 2 of 57 resourc Medium
» aF v —= AME e :
Diagnostic logs in App Services shauld be enabled. Infrastructure as Code 2 of 57 resourc A Medium
. . (m]| FTPS only should be required in your Function App. Infrastructure as Code 8 of 57 resources A Medium
« ARM, B Helm, CloudFormat
, blcep, neim, Lioudrormation > Function op shokd anly b acesdblever HITPS, st s Gode Py— a e
H=2 o ceeld05T-f6f7-ec76-4123-01b764736462 Latest TLS version should be used in your Function App. Infrastructure as Code 8 of 57 resources A Medium
erratorm ™= ! ?
o= A =

Was this recommendation usefulz O ¥es O Mo
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@ Microsoft Defender for Cloud | DevOps Security

« Add environment

General . .
Security Overview

O Overview

@ Getting started DevOps security vulnerabilities ©

= Recommendations High

0

Medium
441 i

O Security alerts

Inventory

VULNERABILITIES,

Low
0

@ workbooks

& Community
£? Diagnose and solve problems
Cloud Security contoso hotels
@ security posture
Name Ty
© Regulatory compliance
©J Contoso Hotels
@ workload protections
Firewall Manager
@ Devops Security
Management
1l Environment settings

§i Security solutians

@ Workflow automation

Page | 1 W | of 1

Subscripti

O Refresh ) DevOps workbock A Guides and Feedback O configure

Security results

i 441

Code scanning vulnerabilites

o 44

0SS vulnerabilities

== Microsoft Azure Sponsership 2, Contoso DfD T..

Pull request status

Q off

X

Configuration

Set pull request annotations

Pull Request Annotations * [ ¢
@ The configuration will apply for all selected re

Categories 0
© 1223

Exposed Secrets Select categories *

v Severity levels
=124

Recommendations
Select levels *

Resource Types == Github Repository, Azure D¢

Total exposed secrets Ty o

® Unhealthy (1) 0
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Microsoft Azure

ome Microsoft Defender for Clouc

Microsoft Defender for Cloud | Workload protections -
Showing 54 subscriptions

b4
T Subseriptions (3 What's new

Defender for Cloud coverage

w h 1-6of8
Getting started
= R dations = 3
ecommendation 665 216,25 ® 511 a 210 C) AQ 40
@ security alerts JOTAL Servers App service Containers Key vaults
nentory Upgra 4
@l Workbooks
£ Cor =
& 277 = 195200 1252 © 12n
2 Diagnose and solve problems Azure SOL database servers Storage Resource manager subscriptions DNS subscriptions

Upgrade

Security alerts

atory compliance
W Workload protection
"
= Firewall manager I
1

Management [
:
Envi ent settings

High severity

I 4.8«
I e sty
I T
. Low sevarity
| |

1.9«

Advance protection showing 1-8 0f 9 >
Il YM vulnerability assassment (T Justin-time VM Access == Adaptive application control &, Container ima ge scanning
127 Unprotected 70 Unprotected 44 Unprotected 6 Unprotected
@ SQL vulnerability assessment \_': File integrity monitoring = o Network map loT security
.0

9 Unprotected
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Microsoft Azure

Home > Microsoft Defender for Cloud >

Security alert =

U Suspected brute-force attack attempt

High Active o 01/15/22, 0...
Severity Status Activity time
Alert description D Copy alert

Brute-force attack is a common attack technique fer finding valid
credentials to the database. By submitting many users/passwords
combinations, an attacker can guess a correct ane.

Once obtained, an attacker can have full access to the database. While
this specific alert doesn't indicate a successful brute-force, it is advised
to take safety measures to protect your resource against this attack.
To investigate this suspected brute-force attempt, review it's origin
(based on the application name and IP/Location), and try to find out
whether it's recognized to you, or suspicious.

If you believe this to be an attack on your database, use firewall rules to
limit the access to your resource, and make sure you use strong
passwords and not well known user names.

Also, consider using only AAD authentication to further enhance your
security posture

Affected resource

@ ninjasqlattack
5QL server
CyberSecsOC
Subscription

MITRE ATT&CK® tactics

* Pre-attack

3

L Search resources, services, and docs (G+/)

Alert details  Take action

Compromised entity

ninjasqlattack

Client IP address
52.173.24.82

Client IP location

des moines, united states

Client principal name

user0

Related entities

~  &E Account (1)
~ Azure resource (1)

~ Bl Host (1)

~ B pinc & Threat In
Address State
52.173.24.82 united states

~ ‘5 Network connection (1)

Source [P

Client application Threat intelligence rep

CLIENT-testsqli Report: Brute Force

Failed logins Detected by

2102 mm Microsoft

Successful logins

0

Potential causes

Brute force attack; penetration testing.

City ASN Latitude

des moines 8075 41

Destination IP

Source port
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Microsoft Azure (Preview)

0 Microsoft Defender for Cloud | Overview

f < S Subscriptions (77 What's new
P~ I_ -t
|_ 1 | I_ General . -
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