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Fortinet Next Generation Firewall

FortiGate NGFW

Campus Edge
DC Edge

DC/Campus
Core & Access

WAN Edge
Enterprise Breach

Campus Edge
DC Edge

DC Core
Dedicated IPS

Single-Pane Orchestration, Automation and ResponseFortiAnalyzerFortiManager

Network

FortiGate Network Security Platform
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FortiSandbox

Third-Party Third-Party

US HQ APAC Regional HQ

FortiSandbox

Inter-sharing

FortiGate

FortiProxy

FortiMail

FortiWeb

FortiADC

JSON API/
ICAP

FortiClient

FortiSandbox
FortiSandbox

Network TAP/
Span PortSniffer Mode

CIFS / NFS

BCC Mode

On-Demand
Input

Data Center

FortiSandbox
G Series

FortiWebFortiMailFortiProxyFortiGate

FortiClient

FortiADC

FortiSASE FortiSOAR FortiSIEM FortiEDR

FortiSandbox
G Series

FortiWebFortiMailFortiProxyFortiGate

FortiClient

FortiADC

FortiSASE FortiSOAR FortiSIEM FortiEDR

FortiSandbox
G Series

JSON API

ICAP

FortiWebFortiMailFortiProxyFortiGate

FortiClient

FortiADC

FortiSASE FortiSOAR FortiSIEM FortiEDR

Fortinet ATP Solution

7



Unmanaged
Location

SaaS
Applications

Remote Users
(With BYOD)

Remote Users
(With ZTNA)

Mobile Users Guest Users
(Proxy Settings)

Corporate Users

Visibility | Control | Data Security | Compliances

Zero Trust
Edge

Managed
Location

Inline CASB

API CASE

IL
CASB

IL CASB ZTNA FortiGateSASE

Inline CASB

Fortinet CASB Solution
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Fortinet Cloud Workload Security Solution
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FortiManager

DC Perimeter
Firewall

Hyperscale/5G
Firewall

OT Firewall Private Cloud Firewall

AWS
Firewall

Azure
Firewall

Virtual Machine
Firewall

Unified Management

FortiManager

Single OS

FortiOS

Threat Protection

FortiGuard

GCP Firewall

Core DC
Segmentation

Firewall

Distributed Firewall

Fortinet Central Network Management Solution

10



FortiProxy

Cloud Cloud

Fortinet Secure Web Gateway Solution

Cloud

HW
Applianced

SaaS

Data Center
HQ

Branch
VM

Internet

Cloud
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FortiMail

Fortinet Email Security Solution
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CLOUD, ON-PREMISES OR
HYBRID MANAGEMENT

LIGHTWEIGHT
AGENT

AUTOMATION

O
R

CHESTRATIO
N

POST-IN
FEC

TI
O

N

PREVENTION
REAL-TIME PROTECTION

PREDICTION
PROACTIVE RISK
MANAGEMENT

INCIDENT RESPONSE
CUSTOMIZED DISINFECTION

PR
E-IN

FECTION

POST-INFECTIO
N

AUTOMATION

O
RCHESTRATIO

N

DETECTION &
CONTAINMENT

NO ALERT FATIGUE
NO DWELL TIME

CONTINUOUS
MONITORING

REMEDIATE
ENDPOINTS

SEARCH
ENVIRONMENTENRICH VALIDATE ESCALATE BLOCKDETECT

OUT OF THE BOX - Detect Defuse In Real Time + Continuous Validation PLAYBOOK BASED
OPTIONAL MDR SERVICE

1-120 MINUTES 10 MIN

10 MIN 10 MIN15 MIN 1 HOUR5 MIN

SECURITY
PROCESS

SOC/IR
MANUAL
EFFORT

FortiEDR

1ST GEN EDR

Fortinet Endpoint Security Solution
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NGFW

Wireless

Switching

NAC

One Console

One Config

Fewer Licenses
Simplified
Operations

High ROI & Low TCOConvergenceEnterprise Requirements

Forinet LAN Edge Solution

14

AB
IL

IT
Y 

TO
 E

XE
CU

TE

COMPLETENESS OF VISION As of January 2024 Gartner, Inc



FortiSIEM
FortiSOAR SOC

FortiSIEM FortiSOAR

3rd Party
Solutions

TOTAL TIME
Start to Finish

Fortinet SOC Platform
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Mirror Network 
& OT SOC

Fortinet ICS/OT Solution
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Fortinet

Verified leader



Data Center

1. Multi-Cloud

3. Direct Internet Access

WAN 1
WAN 2

Dotted =

Branch

Accelerated
SaaS/IaaS

2. 

Fortinet Secure SD-WAN Solution
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Data Center

Public
Cloud

Public
Cloud

Access
Proxy

Campus Branch Remote

Forinet ZTNA Solution



Fortinet Unified SASE Solution
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FortiSASE
SSE

FortiGate
SD-WAN

Internet

SaaS

Public Cloud

Data
Center

Private Cloud

%

FWaaS
Advanced threat detection

CASB/DLP
Enforce SaaS compliance

ZTNA
Explicit Application Access

SWG
Protect against malicious
sites and ransomware
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Fortinet FortiCNAPP Solution

SAST

DAST

SCA

IaC scanning

Secrets scanning

Container security
FortiDevSec

CSPM

CIEM

CWPP

Sensitive data

Malware

Container security
FortiCNP

Cloud-based Firewall

Cloud-based WAF

Web/App control

API security

Botnet

Ransomware
FortiGate

Product Component FortiCNAPP
Lacework

CSPM

CWP, Agentless

CWP, Agent-based

Container Security

CIEM

IaC Scanning

Web/API Security

Yes

Yes

Yes

Yes

Yes

Yes

No

CNAPP Solution

Lacework
FortiCNAPP

Comprehend

Ingest Resolve

Users Misconfigs Entitlements

Vulnerability Secrets …

Connection Processes API Calls

User Login Events …

Attack Paths

Excessive Permissions

Active Vulnerability

Compromised Credentials

Cryptojacking

Ransomware

Risk
Mitigation

Threat
Management 



Fortinet FortiAnalyzer Solution
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Security Incident 
& Events

FortiView Log View Compliance 
Reporting

Security
Automation

FortiAnalyzer
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Fortinet FortiTester

FortiTester - ATT&CK - Cases
ATT&CK Cleanup

 Server-Client port 
ATT&CK  MGMT port

(Performance Testing) (Security Testing) (Breach Simulation)
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Fortinet Flexible, Usage-Based Security Licensing

0

2

4

6

8

10

12

14

BYOB Subs. FortiFlex

1

3

FortiGate Virtual Machine
- Service Bundle

NUMBERS OF VMS  *

2

SERVICE BUNDLE  *

FortiCare Premium

CPU SIZE  *

4

Calculate Add To BOM
5

Fortinet Developer Network

FortiDemo

FortiFlex Calculator

POINTS CONSUMPTION

DAILY 16.74

MONTHLY 509.17

YEARLY 6110.10

4

Search for Products

2

1

2

3

4

5

FortiGate Virtual Machine
- A La Carte Services

FortiWeb Virtual Machine
- Service Bundle

FortiManager Virtual
Machine

FortiAnalyzer Virtual
Machine

FortiPortal Virtua
Machine

Home Tools
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Fortinet Next-Gen Data Loss Prevention

Locations

Logins

Wi-Fi Networks

Process Starts

Network Activity

Activity History
(Temporal Visibility)

User Group/
Tag/Department

Alert (or Audit)

Coaching Nudge

Block

Shadow Copy
(or File Forensics)

Take Screenshot

Kill Process

Lock

Isolate

AIAI

Web Browsers

SaaS Apps

Shadow AI

Email Client

Storage Devices

Cloud Storage

Sensitive Data

Intellectual Property

Source Code

File Origin
(ex. SalesForce)

Sensitivity Label

File Metadata

Printers

Wireless
(Bluetooth/AirDrop)

Clipboard

Take Screenshot

CLI

Web Email
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Fortinet Securing the Modern Workspace

99.95%
100%
75%
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Secure Uplinks

Private 5G/LTE
Equipment (RAN, APs) 

FortiGate Wi-Fi ZoneFortiAP

Automated 
Guided Vehicles 
(AGVs) 

FortiExtender
Vehicle

FortiExtender
5G/LTE

Fortinet Securing the Modern Workspace

Fortinet
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Fortinet Deception Platform

32 41

VM

Deception
Technology
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Fortinet Secure Remote Access

FortiSRA MISC
& OT

RDP /
VNC

SSH /
Telnet /

SFTP

FortiSRA
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