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1. Air-Gap & Immutable storage 2. Volume Deletion Protection 3. MFA (Multi-Factor Authentication) 4. Immutable File-Level WORM

Object Lock Down Recycle Bin

5. Immutable Snapshot 6. Anti-Virus Scanner 7. Object Lock Down 8. Recycle bin
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SCVM

(Storage controller)
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1. Air-Gap & Immutable Storage

Air Gap
(Data Path)

Hypervisor
vmWare, Hyper-v, Xen, KVM X| &

Active RAID Controller

(Storage controller)

| |

o0

[[O}-

o

[Hyper Converged Configuration]

#1
Air Gap O &7t0] g &1L
HO|E = ZFNAM RQLEZCR FIHoE X

#2
QIE A T-scvm 2 O|H 4l HZAO0| tHA &
HEZE E0|E2 AEE|X]|9 -’.-.‘-IHGI £ o 4= giCt

#3

scvm 2 E 2| X| 9
SO 2|Si A &=
HI 2 T-scvm

>-|

1% T2l S0l Broj2i 5
€ 22 Ch2 Bl glo]
-l

S = 5ol &= ALt

=f|Ho 2 AEZ|X|Zt Air Gap ¥ Y 75

(o 1111
g

15



A,

29| of, 3}
SE 25 23

I

*

X
S
HIO| 2 A 2

=
=

< 290

-
o
-
T
O
ofef’
o
T
o
c
9
eed
L
o
o
o
=
e
o
>

(o}
i




Main DR
AD Backup Main
Server Server Systems
"qgj- ‘: — 1| [= —l|l=ll=|=
- ackup
.'Za- - ———
Backup hap @
4 ¢ Primary DR
AE EI Il Storage Storage
. 8
« UHO! GlO|E /| I £ 2| ALY 4% - N3
© o A52|X| 51 28 ALK - M)
. AEE30| )2
=0t HE L8 2

HO|E{= Immutable 7| 52
=& ddA AN 272 T

*
*

=g
02
oo
s Rt

AH
S
9
ol
=
HF
=

S
o
|
=
0|
=x
a~
o

Al

[0
2
|O
ot

17



. =
* o 22 2G| Atno) ofph
HAQE RE AT 25| HO|ES 23
e w1}
© IjAQIE R%/910|X0l 2 5
Ay = s HAQE Ab2of
CHHls) CHS Q15 S g2 M
HIOJE{ S QHHSHA 2z :
Multi-Factor
= ication ( )
S BorAb 9 O AL Al MEA AR Authentication (MFA
* =

=2 LoginA| THARIE #TF OfL| 2}
MFA Code 215 2%

* Google Authentication &
[tot 015 ¥t B 7ts

—

-
l

18



22 B2 9ol “CHEUS

D - O

SUBSCRIPTION - 18 DAYS LEFT

Login
License Activation

Systemm Name System UUID
SC-50-215-24-115 FCFF8800-F499-11EA-8000-3CECEF70BA3A

Product Key

Activate

System Time: Mon 09 Oct 2023 09:33:18 PM PDT

D
fo
o

»  7X ddAl MFA Cod
+  Google Authenticationg & 2% 22 2791 83
o AF2 7hs
= o o

19




4. Immutable File-Level WORM Storage
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4. Immutable File-Level WORM Storage
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5. Immutable Snapshot
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6. Anti-Virus Scanner
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6. Anti-Virus Scanner
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7. Object/File Level Lock Down
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StoneFly DR365 Backup & Disaster Recovery
Appliance Architecture
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Scale up

CtQ = COf| A Z|C 256 7 C|A3 =t
20TB HDD Z|& Z|C{ 5.1PB7ItX| =t%t
ts

Scale out
X|C 256 = E A

N+1, N+N X2 171848 2%

Network

SAN - 16Gbps, 16 ports

LAN - 1/10/40/100Gbps, Z|CH 16Port
x| 2l

JBOD -Disk Bay

I>0>

Scale Up

Add storage expansion
chassis and increase
storage to petabytes
(up to 256 drives per
node)

Scale Out >

Add more nodes to
increase performance
and storage capacity in
multiples.
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