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Bitdefender GravityZone

Unified Prevention, Detection & Response Platform
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GravityZone
EPP & EDR

Add-ons:

= Patch Management (F|2F& i x| 2t2])
= Full Disk Encryption (& C|A3 ¢35}
= Security for Storage (AEZ|X| EF)
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Ransomware
Mitigation
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eXtended Detection & Response
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Apps 04/27/2018 - 04/26/2023 ~

code execution w/eop
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remote code execution

UpdatedOn | Type

2023-1020 Android App

5 Crical privacy leak

App Name Package Name Version Devices Count B3 Privacy Risk

0 % 5 - 20234106
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Live Trancribe & So. com google audio hearing v 6.3 517045495

Androwd Mo <om google android propect! 9.3 631 434-1olease 04/26/2023 - 0835 Androd App
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Messages com google androxl apps, . Messages i 0A/26/2023 - 0834 Android App
Digetal Welibeing com google android oppa w1 652100621 (495537) 1 D4/26/2023- 1957 Androld App
upday ‘e xelgpringeryana 2eropa._3 115010 Law 04/25/2023- 1938 Android App
Company Parts! com microsoft windowaint. 50 5849.0 04/256/2023 - 1934 Android App
Drive com google android spps o 22 /20231934 Androld App

Meel com google android apps ta 190 0 522625248 duo andr 04726/2023 - 1934 Androkd App
Google com.google android google . 1416 27,28 armbd 1 o sy 04/25/2023 - 1933 Android Agp
Maps com google androkl apps . 11760300 1924 Androw App
YouTube om google androwd youlube 18153 1920 Androw App
Cheome com antiowd. chrom 11205615136 1652 Android App
Gmad com google androwd grr 2023.03,20 5204742 Law 1650 Androkd App

Outiook com microsoft office outiook 42312.3 1636 Android App
Hub com awrwatch androidagent 230205 3 Ay 16:36  Androld App
Drive com google android apps . 223.111.2 all allds 04725/ 1636 Andoid App
Personal Safety com g androld appss - 2023.03.30 1457 Android App

Android System Web_ corm google android webview 112.0.5615.136 1456 Androdd App

Cross-Device Services com google ambient strea. 103001 04/25/2023 - 0914  Androwd App

Carrier Services <com google androld 'ms 0914 Android App
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Vulnerable iOS Version

Detection Inactive
Inactive Apo

Inactive App
Detection Inactive
Detection Inactive
Inactive App
Vulnerable i0S Version
Vulnerable i0S Version
Detection Inactive
Inactive Aop

Inactive App
Detection Inactive
Detection Inactive
Inactive Apo
Unsecured WIFi Network
Inactive App
Detection Inactive

ured WIFT Network

Ui
Detection Inactive
Inactive App

Dstection Inactive

Inactive App

Vulnerable, Non-upgradeable i0S Version

Location Permission Reg

Unsecured WiFi Network

ired:

0S

Group
Default Group
Default Group

efault Group
Default Group
Default Group
Defauit Group
Default Group

Default Group

Defauit Group
Default Group
Default Group
Default Group
Default Group
Default Group
Defauit Group
Defauit Group
Default Group
Default Group
Default Group
Default Group
Defauit Group
Default Group
Defauit Group
Defauit Group
Defauit Group

Default Group
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GravityZone Cloud Security
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« NIST, GDPR, IS027001, PCI DSS S0 Cist
HIMHZ

. TR EA Sl ARl hEH B RLS Al

Atticle | Paragraph Description Checks Status |  Scoring Check Breakdown
-
Diata proteciion by design and by default. Taking Into account e state of the art, the cost of 83 Secure Transport Not Enabled: 14 Pass 48 Fai 10
nature, scope. woll as the risks of ssod
ying 4 by the |AWS CloudFront to Custom Origin Trafic Not Encrypted: 0
processing. the. l pr 9 |Pass / 2 Fail / 0 Suppros
and ot the ime. i, [AWS ALB (ELBV2) Listener Not Encryptod: 4 Pass /2 Fail /0
2 1 measures, such uppres
[EBS Volume Encryption Not Enabled: 0 Pass /9 Fail /0
in order to meet the R and protect |Suppressed
|the rights of data subjects.
Enablod 0Pass /2 Fai 10 Supprossed
T Pass 10 Fail/
“and by default The mplement a A B e kPl Eonra Bermenion GZ Fass T |
|and organisational measures for snsuring thal by defaul, nsy personal data which are 0 Fail 0 Suppressed
pes Fai Storage Bucket Publicly Accessibie: 6 Pass/ 1 Fail /0
2 2 the amount . the oxtent of thair processing. the perod of thei storage uppre
y.In particular, are |AWS S3 Bucket with Authenticated Full Control Permission: 62
ot made number of natural [Pass /0 Fail /0 Suppressed
porsons (CloudTrail 3 Bucket MFA Delete Not Enabled: 0 Pass /1 Fail/
Records of and, i Not Enabled: 0 Pass |
of der ity That record 2 Fail /0 Suppressed
shail contan ail of the following information uppressad) |CloudWalch Log Metric Filer and Alarm for AWS Mar
. where appiicable. the Consol Failures Not Enabled: 0 Pass /1 Fail /0
and the dat Supprossed
(b) the purposes of the processing, |AWS S3 Server Access Logging Not Enabled: 1 Pass / 61 Fail /
0 Suppressed
X ? ipien will be disclosed | CloudWatch Log Metric Filter and Alarm for Route Table
(Changes Not Enabled: 0 Pass/ 1 Fail/ 0 Su
Sinks Not Configured for AllLog Entries: 0 Pass / 1 Fad /0
organisation. including in uppros
X (CloudWatch Log Metric Fiter and Alarm for Network Gateway
uitable safeguards: |Changes Not Enabled: 0 Pass/ 1 Fail /0 Suppressed
(1) where possible. the envisaged for erasure data;. 09 ind Al
Rocords of 1 e aich nagerment
nail record of Not Enabled: 0 Pass / 1 Fail 0
behall of a controler. containing uppressed
the processor or of ach controllr on behall W Tablo
o acting. and, 71 Fail 10 Supprossed
E) 2 reprasentative. and the data protection officer: (CloudWach Log Metric Fiter and Alarm for Network Gateway
ingos Not Enabled: 0 Pass/ 1 Fail | Suppressed
{c)uere sppkcable,rrsiors of parsonal daa o8 thdcounity o n ndemations Log Metic Fiter and Alet or.
|organisation, incluc and, in inabled: 0 Pass | ippressed
80% Q) Pass - |
71 Eall
23610 620 Rocords of processing aciviies: The records rofered 1o n paragraphs 1 and 2 3hall b6 In wiilng. 200 chocks: 7| CloudF foni Disrbution Acess Logging Not Enabied: 0 Pass 7
/298m 30 3 including in electronic form. 2 Fail /0 Sug
Overall Compliance (CloudWaich Log Metrc Fiter and Alarm for AWS Management
Socury of processing: Taking e costs of nd §3%ecre T Pasa 48 FaiT0
the nature, scope. context the isk Supprossed
rity for the. P Fail (AWS CioudFront to Custom Origin Traffic Not Encrypted: 0
Pass /2 Fail /0 Suppress
appropriate to the risk, including inter aka as appropriate: /AWS ALB (ELBv2) Listener Not Encrypted: 4 Pass / 2 Fail / 0
2 1 (a) the pseudonymisation and encrypton of personal data; =
(b) the abilty 1o ensure the ongaing confidentaity. integrity. availabilty and resilience of [EBS Volume Encryption Not Enabled: 0 Pass /9 Fail /0
processing systems and 3 |Suppressed
(c) the ty in y Clo 2
|event of a physical or technical incident; |Enabled: 0 Pass / 2 Fail / 0 Suppressed
sing and evoluatio the efeciveness o technical and INGB (EL8Y2) Listener ot Spcure 1 Pasg 10 Fail0 |
Seciiity of processng. I assessing ihe appropraio lovel of secunty account shal be taken In IAWS S3 Bucket wilh Public £ ul Corivol Permission: 62 Pass
2 2 partcular of o g, in particular 7+ 0 Fail /0 Suppressed
festruction, Ioss. alteration  or Storage Bucket Publicly Accessible: 6 Pass / 1 Fail 0
2 Saciniy of processing: The controler and processor shall ko siops 10 ensura that any naiural RS ZPasa’
Compliance Standards Reports 32 4 y o 10 personal 0 Fail / 0 Suppressed
[data does not procoss them excopt on instructons from the controller, uniess ho or she 1 Storage Bucket Pubicly Accessibie: 6 Pass /1 Fail /0

Bitdefender  GravityZone Cloud Security Compliance Report  grieis: ov interma) SSPIe Deme

Standard: EU General Data Protection Regulation (GDPR)

Standards GDPR aws M} Oy

Section

Section no. Scoring
« Controller and processor v
47 Suppre
» Data protection by design and by default: Taking into account the state of the art, the cost of implementation and 1V.025.001
the nature, scope, context and purposes of processing as well as the risks of varying likelihood and severity for 7 ’ ’f
rights and freedoms of natural persons posed by the processing, the controller shall, both at the time of the & S0pp

determination of the means for processing and at the time of the processing itself, implement appropriate
technical and organisational measures, such as pseudonymisation, which are designed to implement data-
protection principles, such as data minimisation, in an effective manner and to integrate the necessary safeguards
into the processing in order to meet the requirements of this Regulation and protect the rights of data subjects.

Data protection by design and by default: The controller shall implement appropriate technical and organisational 1V.025.002 98% @
measures for ensuring that, by default, only personal data which are necessary for each specific purpose of the
processing are processed. That obligation applies to the amount of personal data collected, the extent of their -
processing, the period of their storage and their accessibility. In particular, such measures shall ensure that by

default personal data are not made accessible without the individual's intervention to an indefinite number of

natural persons.

Pass, 13
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Identities Roles

> Identity Details

Name: suspicious-user-1

ID: arn:aws:iam::308692709302:user/suspicious-user-1

Scope: 2%s 308692709302

Sensitive access:  Super Admin

ACCESS GRAPH

Key risks: Password Requires Update, Unused Identity, MFA Not Enabled, Inactive Identity

Findings (6) Resources (49) Policies

Open findings

IAM User with Console Password Without MFA Enabled

IAM Users Unused

IAM Credentials Unused for 90 days

Policy type Filter by Resource Type

Resources

IAMUserChangePassword

password-polcy

o

test-public-bucket-demo 1423

testpublic-bucket demo 1423

test public-bucket-demo-4291

test-public-bucket-demo-4291

test public-bucket.demo-5921

test-public-bucket-demo 5921

test-public-bucket-demo 9032

test-public-bucket-demo-9032

hitps/faas.ap-southesst-.amazonsws.com/50...

hitpe/fsas.ap-southesst.Lamazonsws.com/30...

-

hitpeiiqs.ap-southesst-.amazonsws.com/30...

hitps/isqs.ap-southesst-Lamazonsws.com/30...

VIEW ALL

@ HIGH >
eMED )
eMED )
>
>
>
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ATT&CK"

I I — INGE] Evaluations

mmm ENGENUITY.

Highest level of detection for all major
steps in 2023 MITRE Engenuity
ATT&CK Enterprise Evaluations

First in AV-Comparatives enterprise tests, far more than any vendor

Highest Overall
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