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Automated Reverse-engineering

CVE Analysis

Vulnerability Analysis Process Stack Analysis

Memory Analysis Debugging Analysis

Decoding Analysis

MARS PLATFORM

Fnhanced Standard Layers & Cutting-edge APT Protection Solution

MARS R Reverse-engineering

MARS S Static Analysis o
OF romomonion: b e
file by signature- based diagnosis. y & g

& block the exploit.

MARS D Dynamic Analysis MARS CTI Threat Intelligence
|dentify & diagnose unusual behavior

when accessing CPU, Memory,
File and Network.

Diagnose potential or current
threats by threat intelligence source.

MARS CDR MARS Al
Content Disarm & Reconstruction Machine Learning Algorithm

Disarm file containing malicious Diagnose malicious status of the file by
contents and reconstruct. applying machine learning algorithm.




Vs

Reverse- engineering Traditional Threat Protection

Faster
detection Avg. 20 Seconds Scan Speed

More

Jccurate Assembly Level Visibility Application

Stronger Anti-Evasion
performance Techniques

MARS SLES

Email Security as a Service for Public Cloud Email.
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Quarantine Malicious Mail
Ransomware SLES & Send Alert

*Support integration with other public cloud email services.



MARS SILCDR Content Disarm & Reconstruction

Removes threats (ex. JS, URL Shellcode) of files & Reconstruct to deliver safe documents.
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Scan File Analyze Active Extract Active Recnrl_struct
Content Content File
Minimize Impact to Productivity Eliminate Potential Threats Proactively Safe & Fast Delivery
Zero interruption to corporate business Safely extracts active content which can be Seculetter CDR delivers safe files by
process and removes possible malicious used as attack method and repackage the removing executable content and reducing
content included in files. content into safe document files. the delay of traditional sandboxing solutions.

MARS DEFENDER File Analysis Service

Having suspicious files? Try MARS Platform feature as an online free service.

Figure out if suspicious files are malicious

- Analysis technique based on Software Reverse-engineering.

 Detect malicious document files for hacking attack.

Eliminate potential threat in suspicious files
" Based on ZeroTrust CDR.

- Eliminate potential threats in documents without
changing layout and reconstruct the files.




On-Premise

MARS SLE On-Premise Email Security

Pre-detects Sophisticated Malicious Code Hidden in the Email.
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On-Premise

MARS SLF On-Premise File Security

Blocks Malicious File Inflow to Internal Information System.
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Internal Network

NETWORK
BRIDGING
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External User Upload Internal User

Web Application Server Network Airgap Environment
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